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A system for playing electronic games includes a 
game server (200) and one or more player terminals 
(300). Game results are based on a random number 
{225 P 325) generated in each of the game server 
(200) and the player terminals (300). The game 
server (200) and the player terminals (300) 
cooperate to ensure that the random numbers are 
generated independently. As a result, game players 
and the game host, such as a casino, can be 
confident that play results are not fraudulent. In one 
embodiment, the random numbers (225 T 325) are 
transmitted between the game server (200) and the 
player terminals (300) at substantially the same 
time. In other embodiments, the random numbers 
(225, 325) are encoded and exchanged between the f 
game server (200) and the player terminals (300). 
Then, keys (294, 375) to decode the random ' 
numbers are exchanged. j 
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THJ^-fSii-ft N 7 — /^ftf^t5 0 t 5 '— A • if— ^2 0 Oflsp^T* • U— L 
Tti^^tLTV>§ £ Netscap ettA^ffl$ixrv^5N e t s c a p e 
Navigator Web 7*7 7 If © «fc 5 #£5fe<£iifH V 7 f 7^T i>t.tc$. 

cape Navigator We b 7*7 7 If ^{^J^ Lt 

— ^2 0 0 t <om(Dm\t f±, 7 317* ■ if—^<t LT^ffltS^-A • If— ^<2 0 
0£Ji^\ LTfT^bnSo 
H3 4ti. 7°u— -^7°t/— ^il^Sr7*— a - if— t5 7°ni?^£r7Fl- 

3 5 0 OTLt^'-A • if— ^2 0 0tn^. tyUt, Ufa V V7 £: 
t±\ il^&T-f =3 yxtt^7 7-f y7£7 y 77t5rtiaot7r7' • 
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^7 7^ A— ^P7F • ^< tK — # — , tr-^;*- 

coflf tt^^ittt, M;Lte\ HW&<n\ (cR#tt7i^o N. 8^7-7^j coi??^- 
?&jttttTfc5 0 ^7 y ^ v^-r ©J; 5 Ato^rtt, -v^^u— 

te.fc<Dz7"7 -^-¥ y^^^Uc 1 0 0 &tS ' i: kfo^. Xfi^n ^ h 

-•¥ft. ^^^fffXtt-M^^"^ I D##Sr^©ig^{-^bT, ^r— A ■ 
— 0 0 t^7*U— (ident i t y) %:WMTQ^ 5 £ t> tC"f 5 0 
:®IDMlt £Hlt-}±, 7°!/ — A - +)— 2 0 0 t^s-M; 

^T^T^-A • 0 Ol^SfiJtlS. HI 2 A{C^£*Lfc.fc 0 

A • -y— ^2 0 OH, T'V—V • t*— 2 5 5 t7V- I D#^§-££t^ 
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World Wide W e b ^ • 4 > ^ 7 ^ — X (D\Xfc> <0 Cl„ 7° "V 
mbT^Sfciv^ T^W—m-Jr*— A ■ If— 2 0 0 

7-r iotfV ^i?^ • f^^ htteia^iiSo ®.w$titz& o 

■ — a ■ if— ^2 o cm, ^SStofSM^&^jf U ig#ix— *<Dj£$Sft#;gSft7l? 
El 5 Si, /i/- -Y^V— A • if— '<2 0 0^«toT«6ffi$nsSL!gcSr3S^L^ 

^t5riliJ;oTX<mS!c^C5i5l-7 p i — -t^S?fe3 0 0 ©§L?Bfc3££££ 2 

2 5 £:7°nJ vy* hi~£ - t^ioT©t^b^T*/^— ¥£Lft$C £3641-^5, r <D 
mZbTMin^m^X-fo&^tyfrfrfrib-f, ^<Di/XTJ*l&tf—J* ' if— ^2 0 

x Y<D^c— At) (keystroke) Fr5](OH#|IJk X ti = > fa. — ^ • 

i ox\ o oii, /u— vaifc^t— -VSLic^'— ^-<— * 3 9 

OCifElfci-So y/5 2 0t\ Bt#^P -fe y if 3 1 0 ^ = — K-fb^— • x — 

Kfk^— • t*— ^-<— ^ 3 7 5«u SfiS^«, ®^f — ^-atf^Xte^Pt 

^^#(±, • ^it^T-, JSfflHf#t£ffi, x°nhn/U s T/^=f 

V XAMcfjlt-roy-^ ■ 3 — k 2 us. y 3 y - ->^y-'jyK - y 

^X^± N 1 9 9 6f) (Bruce Schneier, Applied Cr 

y 
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ptography, Protocols, Algorithms, And S 
ource Code In C, (2rd Ed, John Wiley & 
Sons, Inc., 1 996)) £r#EB Ut t, «t V \ 

^J&1-&ig^~*l-^5iiBfr#-§- (Bl2A#fie) $r#APi-S 0 

7/5 3 0^ ZfD^n&yis—^ • ^3 5 O^fffllt^-A • if— ^<2 

0 0— i^f£*L& 0 y^SfeSU'ft^fEi-SfcfefC, ^— A • if— /<2 0 0 

o 

EI6te, y— A • if— /^LiSc£-?§4£L^o=3 — A - if— 

-C% f — • -y—s<2 0 ocofL3SfcB£S&2 2 5^—^ - if— '<3L3fc£3S£i"5 
„ ^T7^6l0f, ^— A ■ if— ^afc>^>f— a • U—^SUgr?*— 2 
9 2 ldfB'[t£tb5 0 ^fyy6 2 0t\ A • if — 2 0 0 <7)Hf ir ;y if 

2 1 O^^'-A • if— — HMti-6 0 :7 s w -^SLSfc<^- K^cd±J^-cq 
J:e>^ s fif^7"pts/f2 l Oil, SfiS^fi, — lt=>— K4fc=*f — ft*&#&3?. 

Mtib^tkczT^^v XASr^r-rs 0 *xs/:/6 3 o-c, a • 

if— ^2 0 ote, =1— K^^^xfc^— a • if— ^Mc^u--— -V#^3 0 0— 5Hfi 
• If— ^<SLife(73S:{f ^ov^rcov^< otw^ K^^T • ^->^->3 >-j&s&5 r. £ 

(H7ti, 7°U-^^3 0 0 A - if— ^2 0 0 tO^-ef3-T>f 
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Z^M&tF't* ^7'/7'7 0 0f, ^r-A ■ fw<2 0 0^ (ft 
^i-) ^ — A • • 7=2— is? ■ 0 0— i£fg1-£> 

—a ■ - 7^—74^? ■ 3s^^nfc#aifc^bT— igc-c^Jt 

— /■< 2 0 0 fi, 7V- -^rgLifc&T^ — Ki-5 7t46(-7 3 i^— - T^-f-f ^ ■ 

3c—%mm~tz a zGom&r\ a • -y— ^2 0 cm, f^- K^fc^-e^ 
0 8(1, y— ^ • -y— ^2 0 o^y— Aj^*^i§^-r5fcfc<D#iii^^i- e 

9 8 (i2) ^^(Dia-^^-tir^D h3;i/S:ffflLT^-A • U^=» 

-efcSo tfcisot, rcD^y-Tii, i^fia roj t r3 7j t 

ora<oai®ct?foSo ^— ^ b^ 1 '— Atc*j-LTfi, r 0 J £ r 3 7 j ^Pb1©I 
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fl6 0 *tU4>Z_, ^mifftt. J\s—Uy hR^(D[Hlfe0^^t@^i~5 0 

— * 2 6 0 f^tD^— -fil^^-^^Olt^^M^i: itm^ti^o MZ-t£, 

hf^MT'fi, Ti5#J (|2A#1) ItS/l^- til, tL-bl^ff 

— a^^«, i Kvi'flfttfcfckfcf ri hvu*^5j r<t^ft5 0 &i^-r\ ^ 

• ij— /n2 0 0 C^fcV^oir ylf 2 3 0^/1/- ^1^2 9 0^1 K/Ufc'^J)^ 

} . 7^^-C^-A^^, /U- f I D^MoT^ltttt^fc^-A^m 
7*— *2 6 5 ^fBtt-t5 (^77^8 4 0) 0 3fc#£ frfcg^t^fifr (a u 
d i t trail) <£>fc»t>K: 4 1 SUfe^il"Cfi. A^^^fE'lt^^tSffKC, 
rfL^^r — A ■ -f- — ✓ * 200CD^ns/^235 i'ioT^-f AT,^ 

^ . ^r_^^_^ 2 6 o ^fEm^^fc^i-5 7°^— VI^f-^^i\ ^TV? 

m2<D $f#RS) „ 7°^— ^f4. *^T*, 7 0 l~y®iR7 :: '-^Ote^*'a- 

tc:|S±$^fcc:<b^ j fg3fig1"5-t^T*#s 0 a • if— y<2 o oasfcf^-M-tt 
, ^— a ■ ^{3. ^-A • i^— ^m§fc£^1^fu(-^~^£Li^7^- 

yu—^zm&nzzkfc, y-A • it— ^2 o oa*^- K-fk^Hfc^v— m 
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Wl £ ifilE Ati t£ v ^ t \z. ± o X fc** L i -f \s - -Y ft m 0 K h fi\ 
-^fi, >r-A • if— • 7^—7^ ^ • ^r-^rM It^'-A ■ /<£L» 
— r t ^T^/w/wtS* 3 0 0 t7>^t3-fr7°n h 3/u - f*— * 

^^roflfetDHis^j-efa, T'V — ^#8^3 0 0 t tf — A • if- ^2 0 

^^-A • f w<2 0 O^ff LTL$oTt^ 0 ^-i ■ f-/<2 0 Oli, * 
=ryy°9 0 OT'^-A • if — ^SLifc&r^^U /J^o^.7"^/7°9 1 OX^-tL^^— 
A • if— ^SLSfc-^— * 2 9 2 tCfEUrf 5o 2 0 T\ A ■ if 

—^2 0 Ofi, ^— A • if — /<§LiSc^^°l^— irSffi5fS3 0 0^^Si"5 o la=>l# 

0t% -V^^3 0 0 fi, y 1^— -Yt^ — 7V >^ • ^— A • if— ^ 

-^^3 0 Ofi, v"— A • if — ^2 0 0^y— A ■ "tf 



-28- 



(29) 2000-513983 

A ■ -V— /<2 0 0*5 = — K-fb^ftfc^u— -VSLtfc^T^— Kt5fc»©f n 
—7^ >^ • ^r — «T^fii-So ^#^»JT*fi, A - 2 0 0 i7" 

1/— -t^*3 0 0 #^|li£-AtL#X-S 0 i|#tC v 0 ^ 

z.<DMMffl~e&, ^^-ts*3 0 0 iitf—j* • -y—s<2 0 0 h ^'hbh^ti 

III, A - -^w^SL^cSr^rfft-Sc #c^t\ /u— :7°u 

ill 1 — 1 3 ^^tbHI^7^$tLTV^ 0 

ry/l 1 0 0T\ U—^ktI? 3 0 0 fi, SfcdtH.^ £ *Lfc «t 5 id. I/U—^SL 

— -^SLt^^"^-^— ^. 3 9 0 ^ffi1s^tta o &^T\ Bf#7 p ciir 3 1 0 

f 77°1 1 2 0 f/l^ — ^Ti§Lffc&:^ v"^- L, ^7^I^4t5„ rcD^y 
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HI 1 2 td^^tufci 5 Jifc^TN 2 0 0T\ ^A'fw<2 0 

-ttUi, rtf^Jfc^iJ-Cfi. A • i^-— ^ 2 0 0 ^7V- 
^>MS£^ai"3^:itT*fc&/^fb-C&3o ^"ry-f\ 2 l 0 T\ A ■ 
/<2 0 0 ^r — A - A ■ if— ^gUScr — 2 9 2 id IB 

m i 3£#ffiti-££ N ^t^t'isoot, Y%%^k3 o o fi s <{r— a • 
3 0 011, ■ yu— YftMn&f— a ■ if-— /<2 o 0^^fi-s o 

y7"l 3 2 0X\ ff—J* • f"— /^2 0 0(O^^y°n±^^-^zfU — ^QM.&^v 
ifc^v^^EJpfr LTi^Scot, y-i-t-^2 0 0H, JiKSfciJI J: 5 
5. U^U/£^b, n#HWdi?tt. £L&©'> y flgj&s^— A • -y— ^ 2 0 0 

^(Dmmmx'n, y°^—^m^.3 0 ow-a • ^2 0 o^^h^j-^ 

HI l 4H, r©»Ji^t5^H5:^t 0 HI 1 4-e, -fu— Yitih^3 0 o.fcfc 



-30- 



(31) 'ft-Wt 2000-51 3983 

y/1 4 0 0-C\ — tS*3 0 0li> ^£L#:£r3§£U &^T% 

y^l 4 1 Of, ^iX&^U— irSLicx — ^-<— 7, 3 9 0^|E'|t.-T5 o ^"r-y^f 
1 4 2 0T\ -Jr* — jCs ■ D— /<2 0 0 fi. A • if — -^Ll^^^ U t^XT 

y7'l 4 3 0 -C^tLS:^— A • 9 2 9 0 IdfE'tirf-So 

y y°i 4 4 0T\ -mit&O^— ^ • /<SLlc^m^-Jli^1S— [s]B#i-a 

£r (pos t) £tL£o lUife^J-TO, ^tbt±, ^bcoSLiStM^ LJ; 5 ir-f- 
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• lh-^2 0 0/4^- A ■ /<£L«§§£b/^o^tL^B|f^Pi?y-^2 1 0 

*3 0 Oti. -^(75^- Kfb^tL/c7°L -t&gcfcy— ^ • U— -'<2 0 0— &ff1- 

5„ V^ot^^iK ■ U— a*2 0 OiS^"C<75 = — K^^tbfcSLfcS-llXft-rS 

3- k^^^-a • v-s^mit^m bfcm, #7-^- ¥^3 ooi±, ^ 

-V ■ — f'fV^- ^ — tr-y— A • -9—^2 0 0— i3HI-f5o 

• y<2 0 Ofi. K-ft^tLfc^i/— ^£Llfc£^=i- Kt^orjifj©SL 
ifc^l&^fcH^n h =wu • x — * 2 9 8 frh(Dm&t>~&7°v h- =^u£&Jl 

lt.zf\s— ¥ <^ & * T* w :/ 1'— ^ * <£> & t^stf #1^ ^ -f X3 h =* 

£L$fe£:3&£i-5 0 1 y'U— *rm&<ny\/— -TrSLISSr=i— KMb b b^o^^H 
2 -T^i^f i~S 0 f§ 2 Y 7" i'— ir£L3&£B 1 7V- -Yt^<D 

fr-gr^W— -^fL^C^y— A • 2 0 0— 1£5 0 ^— A • U— ✓ < 2 0 0(4. ^ 

-fSc ' t^iota- hMb£*xfcSL&£§:fEbfc^ irifs 

5^3 0 0 (4, ^rcoyu- — -V • f'3"f> • ^f— $r^r — A • 2 0 0 

-fs-f-So ^— ^ ■ 2 0 0 1 OdS^tub<7)x=3— > 

^ • ^fflbTll^M^-- VSL3££x=»- Kb, S£JIMiIfr?WU tf>o 
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(a hand) £fl§o^ 3 /Hi. 7°l ^fCO^l t T~ -f — 7 cOtUfcffefe 

N ^-fg^O 1 mftf^fi. ^JMjt^ 5 2*fc<Z>*L<Z?^£fc — ( s e q u e n c 

e) ^ofcA^L^-^j^u— tSL»t>'^^ • 1J— ■'-SLiifc^g^ 

O^tfiLfc^, ru-^riS^3 0 cm, => — Kte^Hfcy— a - ^£L&£ 
# ■ ^ — £iiia U £*— A ■ -y— ^tttLo— |fl (deck) F*| <£>*L 

• ^-^^fi-SHu^, sf—j± • -y— /<2 o cm, ^M^^f§^^n/ta 
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i>> • if— ;< 2 o o ft, y—M, ■ ;< - "f^— x-f - ^— &:7V^-¥iffi5fc 3 

authorship) OfBtEja, MAP I DXIJ^ fff L-^o^il'l^ 0 U — 

•V ■ t*— * * 2 5 5 diEU £ i-bfc -k(Dt ktm-t 5ItSr#5„ T? 

i? - ^ CD j£« ftij ^fSiE-t 5 ii^ * k L, A^oiifg g tfeHi- S ^ £ U 

S-W^^S<7)*:E5iti-5o - <£> J; 5 ft&ffffi, Bf ^fjl^fe i: — M^ti5^< 

^ • = — K (1^ ^aX-^D-'T^K-y ^X^h, 1 9 9 6^) (B 

ruce Schneier, Appl ied Cryptography, P 
rotocols, Algorithms, And Source Codel 
n C, (2rd Ed, John Wiley & Sons, Inc., 1 
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9 9 6) ) \Z-Wtm£tlfc£ 0 t£¥nfi>&$z<D^-7°v h3;USr^||l^|^ott 

m 1 5 fi, 7-1^—^*3 0 O&tfy—A • f— s<2 0 0 fls * — £ #=J^ f 5St 

^T^^fT^fLSc ^-(D^^-it^, DES (FIPS PUB 4 6 l^£fj££nfc3K 
giE£Jttt») (7)J;^j:7/b3'i]XAW, XttlDEA, Bl owf i sh, 
RC4, RC2, SAFE Rf © i 5 ±^ < o^OT^^ ^ X'A 

1 5 1 0T\ 7°!^- "YMt A • i^— ^2 0 0 COBf-^" a ir y if 2 1 0 — 52f 

ft^tt5 0 Bf-^nir 1 0 fi, -^rilff j^k^W- -V I DSrttttlL ( 

^f^7*l 5 2 0) „ -7°^— -V ■ 7 s — ^ 2 5 5 ^](Dy° COMW^— & 

SUttJU Uf*;/1 5 3 0) „ ^or^dr— ^T^U— irii{gSr^-§-r5 ( 
^fy/l 5 4 0) 0 ^r — A • f— y< • n — K-ft^— ■ ^ * 2 9 4 

^^y^l 5 5 0-C\ Bf-^nir y*J- 2 1 0f3, *C9£C£iifIJ&STft$'l4T*fe5 
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-Ct&V^ib, Mm "1 7 Is — ¥ti^'— A • if— ^2 0 0 Sr/c^i-^U— £ 

0 1611, -¥5111 ^M^r — -e^TBt^k^^^O^IH^r — T?£A-Cffi-^- 

. y XA (Digital Signature Algorithm ( 

"DSA") ) ffoSo ^7^1 6 00T\ /^-t4g*3 0 0^St^ot 
sz-y-3 1 0 LT7 , l/"f©if^r- X£XXZ?°U— iriifg SrUf^b-TSo & 

^r^i6iot\ 7"u-tS3oo(t iriifg a • if 

-^2 0 0^ft5 o ^-A • f 2 0 0 ©Bft/P y f 2 1 0 

25, ^7-7^1 6 2 0 t/l/^f I D ^iOi ^77/1 6 3 0t7"Wt ■ 

y7°l 6 4 0Tr©^#^t^t^©IfI^^t5 o BtlOi^t-. 

1 6 5 0-e, t> L7°u— tiff dSTM4-efoS^btt\ ^ • if— 2 0 0 1± 
^r^T-u— ^SrSSSELTV^5 D -^fiO, y^—xmmfrf— j» • if— /<l:J;ot 

v^b-e#>5o w^w^. tt^i — xco^m*— &m&»jyi — "Y&ftAs 

o 7V- ^oiilf£rPjgfl1- Staler 7° i — ->r<Dffli8$*(—$:to\£zk &m%&^7° 
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JiJciIft^^^fc^^T'p l^/Hcioit2,i5C, ^7°L— -y^HiS Lfc^M^r 

:/i 7 0 ox«f^f~ T-J^rtfecDiilf MiM yu ^f^/i 7 i ox*m 

'fcf—J*. ■ If— ^2 0 0^i£{f A - if— ^2 0 0 T% Hf-§-7 P T3-ky-y- 

2 1 O^^l 7 2 0-Czfls—Y I D^tt(±l 7 3 0f-/^ 

•YfD^^^r— £&LfcbU 7 4 0 -CiiffS-TJt^V— f©^*-^ 

^bf3\ ^— A • if— ^2 0 0fiiim«rKiE-Cfc5^ LTgStSo 

-ef±, /I'-tS* 3 0 O&^-A ■ 2 0 0 Z)^fe^-?r#ll L, ^<F) 

— ^"[SlttM^^ilff ^^/V^^jgffl^n-So RIPE-M 
AC, IBC-Hash. CBC-MAC^Oi 54MAC7^^U XA©H 

■ -tj— 0 0^i£jHL7i^ ^xy^l 8 2 A • if-w* 2 0 OCOBf-^- 

ypir yt 2 i ojis^u— -^aff frby'i'—Y i D^imt5 0 &^-e\ jx-^y 

7°1 8 3 0T J St^-^°P-iryi^2 1 0 ^^V— ^O^'^dr— £ft LIU L/?)>o^^ 5/ 
7°1 8 4 0 t^^-T'^Tlfl^ -7 -7^ L, 41:5/^7 v-^-ft^iftlf fcttiD 

$^bfc^^->^ffitJ:t^i~5o tLxfy7°i 8 5 0 Tcixb^fil^— ic-f-S^ 

0 te^^^-^^^^r^$r#5S^T^^ — -Ytt^ 1 — A • if— s<2 0 0 GOl&tC 
E\ ^ilDgl, f^Ii^rA, U^J— yu (retinal) 
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©i5^Mt^ hy^^it3 5 5 (@3) ^^(DZiDmm&Mfc-fZ)' t& 

X\ ^OOM'tt^^'— ^ ■ 2 0 0<D7°U — • X — ^-<— ^ 2 5 SClfEfl^ 

f^&^im, mm^mm^, mm<Dm^^, mitowimft&n 

' 5 ^"W^ hy y^l£tewMl±, i^?>#tt Star tek^fca 
HotV^FClOO FINGERPRINT VERIFIERtfoS. F 

cio oa, a i/?7 ■ z>— k^^s it ¥/vf£p c^hBg,^m!fcpjm 

-efeSo (1 i v e - s c a n) tmSCtff'— ^ffi'lS^ffi 3 6 O^fSte^ 

^ <d 7° u — &mm £ -t- 5 <d * m±~t z> „ 

s¥#BH'lft^i-5^@{i^V\ &5fc0^t:°-#msijy 7 h '>:£T^:7 ! v-^ ( z)^ 
£^1^>'7^>^-t-5 0 i©fy/;i/|l, a ■ i? — 2 o o-crTV— Tr • -r — 

— ^ 2 5 5 ^|Ett^tL5 0 7°^ — Xtfmm i» • i^— '<2 0 O^fUJ: ? 
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— • 7 s — ^-<—^ 2 5 5 (dfEtm^T^S k<D£ — gci" 5 ft "b f3\ 7°^— 
/^y — K^ft&p^fu ~<7V^'7— Kttffi^iiff ^#SP^Hfc7*w ■ 

5 ftE£(i. ^troiflico^-c^L/- -^(D^fij^*j-i-^^:Tco#3B^i^±i-5 
D^*5ri('*5o • t*—?^—* 2 5 5 i^ISfS$nfc7°^— 

ta^#SriibTy— a • -y— ^<2 o o t&lnirzz. <b ^-?#& 0 

n m £ 7° i^-tiKf- ^ iz m— n& &m z ti & o nifi^j -c 
N 0^ ^ u#r^ p^pi ^ fefc OT7* u-xmu-r'— $ <d t^ti^com^m^M u t*& 
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